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INFORMATION SECURITY PROGRAM

INTRODUCTION

We are required to implement and maintain a comprehensive information security program pursuant to the Gramm-Leach-Bliley Act (15 U.S.C. 6801 - 6827), FTC regulations (16 CFR 314.3) and state law.

This material contains important excerpts from the Security Program which is available from Shared Resources (Headquarters) and on the LandAmerica Intranet. You will also find training programs available on the Information Security web site on the LandAmerica Intranet.
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1. ASSESSMENT OF RISK

The following threats have been identified, which could result in unauthorized disclosure, misuse, alteration or destruction of customers’ nonpublic personal information:

1. Burglary or other physical theft of papers or other media containing customer information,

2. Fire or other catastrophic damage to company premises or the contents thereof,

3. Unauthorized disclosure of customer information to outsiders by employees,

4. Unauthorized disclosure of customer information to outsiders by service providers,

5. Unauthorized access of customer information by employees beyond what is required to perform their jobs,

6. Remote intrusion into company or service provider computer networks,

7. Physical access to company computer equipment by unauthorized individuals, and

8. Damage cause by malfunctioning computer equipment.

The procedures set forth in this Information Security Program are designed to minimize these risks.

2. PHYSICAL SECURITY PROGRAM

Each employee must arrange and care for paper files, electronic files, correspondence, computer screens, and other repositories of nonpublic personal information (NPPI) in such a way that the information is protected against unauthorized disclosure or corruption.

Each employee with access to NPPI must also be sure that information is disclosed only to persons with proper authorization.

Some possible precautions are:

Clean Desk Policy. Files should be secured or put away when an employee plans to be absent for more than a few minutes.

Limit Your Intake. Don’t collect or keep information unless it is needed. Other information should be returned to the source or destroyed in a secure manner.

Department Security Awareness. Everyone who works around files containing NPPI should be aware of the security requirements and should be alert to any behavior that could lead to unauthorized access.

Darkened Computer Screens and Password-Protected Screensavers. Employees can cover files and darken computer screens when persons without a need to know are standing. Password-protected screensavers can be used when the computer owner will be away for a few minutes. For longer absences (e.g. lunch break) employees should log out of their computers or lock them using “ctrl-alt-del.”

Secure Destruction. Small amounts of information may be shredded or otherwise destroyed by the employees. Secure disposal of large amounts of information is the responsibility of the office manager.

Telephone Security. Identity theft and other privacy invasions often begin with telephone inquiries. Employees should make sure that the person asking for information is the owner of the information or someone authorized to have the information. This may be accomplished by using passwords, calling the person back at a telephone number that can be verified, or mailing or emailing the requested information to an address that can be verified.

Office managers have the duty to determine which security techniques suggested above, or other security techniques, will assure administrative, physical, and electronic security of NPPI. In addition, the manager must 

· See to it that every new employee understands the requirements of the privacy and security provisions of Gramm-Leach-Bliley

· Provide regular training on security measures within the facility, including telephone training.

· Make sure that building/office key security is adequate.

· Remain alert to the possibility that some employee behavior may inadvertently or intentionally circumvent security measures. Take corrective action.

· Require security provisions in all third party contracts.

· Large amounts of information may have to be removed and destroyed by a third party contractor. Office managers should make sure that secure disposal bags are available and that the contract under which the contractor removes and destroys files contains a provision that obligates the contractor to keep files and documents secure before and during the removal and destruction process.

· Whenever an employee is terminated, remove all means of access to the premises and to files (e.g., keys returned, combinations and passwords changed).

3. CONFIDENTIALITY

(From Employee Handbook)

All corporate, customer, employee, shareholder, and vendor information (other than information that is public knowledge as a result of authorized disclosure) is to be considered confidential, privileged, and proprietary to the Company at all times during and following an individual's employment with the Company. This information may only be used for legitimate Company purposes by authorized Company personnel. Confidential information includes, but is not limited to:

· Customer and agent lists and/or records;

· Title data and prior policy information;

· Financial, earnings, and sales data;

· Marketing plans;

· Pending material transactions;

· Proprietary software programs;

· Title bid information including formulas, templates, or transactional data;

· Employment applications; and

· Salary information.

The unauthorized disclosure of any confidential LandAmerica information is prohibited and could be grounds for termination. If you have any questions about confidential information or information you feel may need to be regarded as confidential, please ask your manager or supervisor.

4. COMPUTER USE AND SECURITY POLICY

(From Employee Handbook)

Employees are expected to exhibit the same high level of ethical and business standards when using the Company's computer technology as they do with more traditional workplace communication resources.

Equipment (including computers, printers, scanners, and other hardware), computer systems, and electronic media equipment (including computer accounts, networks, software, electronic mail, Internet, and World Wide Web access connections) are provided for Company business-related use. It is the employees' responsibility to see that these items are used in an efficient, ethical, and lawful manner.

The use of the Company's equipment, information systems, and electronic media equipment is a privilege extended by LandAmerica that may be revised, restricted, or revoked at any time, with or without prior notice. An employee's use of any of these items may be suspended immediately upon the discovery of a possible violation of these policies. A violation of the Company's policies regarding the use of LandAmerica's equipment, information systems, and electronic media equipment may result in disciplinary action, up to and including termination of employment.

Ownership and Use

The equipment, software, network, and any data produced by employees belong to LandAmerica. All computer programs and the data in LandAmerica's information systems and data libraries are for the sole use of LandAmerica. Employees may not give or sell software, hardware, or data to any outsiders, including clients, customers, and others, unless approved by senior corporate management. In the case of computer software, the appropriate licensing agreements must be obtained before software can be transferred.

All use of LandAmerica's equipment, software, network, and data produced should be consistent with an employee's current work responsibilities, be for a legitimate business purpose, and comply with all software licenses.

The rights to any idea, computer software, or other product that an Employee develops during completion of Company tasks and assignments are the property of LandAmerica.

Access to information resources at LandAmerica is based on the principles of "need to know" and "least possible privilege." Employees will have access to the information resources necessary to do their job, but may not have greater access than is required by their job.

LandAmerica's information systems are to be used for business purposes only. Occasional personal use is permissible if the use:

(a) Does not consume more than a minimal amount of resources that might otherwise be used for business purposes;

(b) Does not interfere with worker productivity;

(c) Is not in support of any personal "for profit activity";

(d) Does not preempt any business activity;

(e) Does not violate the law; or

(f) Does not violate any LandAmerica policies.

Upon termination of employment, for any reason, employees must return all LandAmerica property and equipment to their supervisors immediately following notice of termination of employment.

Transportable Computers and Information Systems

Transportable computers and information systems (laptop, notebook, and palmtop computers) at LandAmerica are entrusted to employees with the implied understanding that due care will be exercised in safeguarding both the equipment and the information stored in it. 

All portables, laptops, notebooks, and other transportable computers or information systems containing sensitive LandAmerica information must consistently employ boot-up protection such as a boot password. LandAmerica reserves the right to require encryption for any files contained on such systems.

Employees with portable, laptop, notebook, palmtop, and other transportable computers or information systems containing sensitive LandAmerica information must not leave these items unattended at any time. Transportable computers or information systems, whether containing sensitive LandAmerica information or not, must never be left in plain sight in an unattended automobile, unoccupied hotel room, or other similar location.

When traveling with transportable computers or information systems belonging to LandAmerica, employees must not check these items in public transportation (such as airline) luggage systems. LandAmerica computers or information systems must be treated as carry-on luggage and must remain in the possession of the traveler at all times.

LandAmerica's Right To Monitor

LandAmerica may monitor and review use, content, and data stored on all storage media routinely and without prior notice. Employees should not expect confidentiality or privacy in any files created or stored or correspondences exchanged when using LandAmerica's information systems. Even though files, data, or messages may appear to be deleted, procedures by LandAmerica to guard against loss of data may preserve material for an extended period of time.

Passwords

Employees are responsible for safeguarding their login-identification, passwords, and other computer systems security procedures. Sharing user IDs, passwords, and account access codes (private digital keys, private digital signatures, or certificates) is prohibited without authorization from the Chief Information Officer or his designee. An employee suspecting that his computer login-identification, password, or other access account has been compromised should notify his supervisor and the Chief Information Officer or his designee immediately.

Data Content and Dissemination

Fraudulent, harassing, threatening, discriminatory, sexually explicit, or obscene messages, and/or materials are not to be transmitted, printed, requested, or stored. "Chain letters," solicitations, and other forms of non-business related mass mailings are not permitted.

Use Of Encryption

In order to maintain and assure LandAmerica access to LandAmerica data, employees are not permitted to use encryption devices on a Company computer without express written authorization from the Chief Information Officer or his designee.

Virus Detection

The potential for harmful and costly viruses being introduced into LandAmerica's systems is very real. Thus, all LandAmerica computers have been, or will be, equipped with anti-virus software. Non-LandAmerica hardware used to access the Company's computer system must also be equipped with anti-virus software approved by LandAmerica. 

The anti-virus software must be operational and up-to-date regardless of the function being performed. Specifically, anyone downloading files or loading data from diskettes must use LandAmerica-provided anti-virus software.

The anti-virus software cannot be disabled without the express written permission of LandAmerica's Chief Information Officer or his designee. At LandAmerica's discretion, employees can be held responsible, including financially, for the effects of any virus introduced into the Company's system as a result of the unauthorized disabling of anti-virus software or the failure to following LandAmerica's procedures in the use of anti-virus software, downloading of files, or loading of data from diskettes.

Knowingly introducing or using software designed to destroy or corrupt LandAmerica's computer system with viruses or cause other harmful effects to LandAmerica's computer system is cause for termination and/or other legal consequences. Using LandAmerica's computer system to break into, corrupt, destroy, or virus infect the computer system of any other individual or organization bears similar consequences. 

Personal Software

Software and firmware used by LandAmerica's employees are restricted to that software and firmware which has been duly purchased and/or licensed by LandAmerica or developed under a software development plan approved by LandAmerica's Chief Information Officer. Personal software may be installed for business purposes only if (i) the licensing agreement permits such installation, (ii) the software is screened by LandAmerica-provided anti-virus software, and (iii) the installation has been approved by the employee's manager and the appropriate systems manager. Employees must use software only in accordance with its license agreements. Unless otherwise provided in the license, any duplication of copyrighted software is a violation of LandAmerica policy. LandAmerica does not condone the illegal duplication of software.

Non-Employee Users and Network Connections with Outside Organizations

Anyone wishing to obtain access to non-LandAmerica locations, or to allow users who are not employees of LandAmerica, including agents and customers, access to LandAmerica's computer systems, must first obtain authorization from the Chief Information Officer and the appropriate access agreement must be executed. Non-employee users are expected to conform to the same policies as employees when accessing LandAmerica's computer systems.

Notification

As a condition of employment, employees are expected to adhere to this Computer Use and Security Policy and all other applicable policies and to immediately report any known violations of this policy to the Company's Security Officer.

5. CONTRACTS WITH THIRD PARTIES

The following language must be included in the contract or attached as an addendum to contracts with third parties to whom we give access to customer information

[THIRD PARTY]  agrees that it has administrative, technical, and physical safeguards to protect the security, confidentiality, and integrity of any customer information that it receives from [LANDAM ENTITY]

[THIRD PARTY] agrees that, from time to time upon reasonable notice, [LANDAM ENTITY] may need access to [THIRD PARTY’S] facilities to review (either through its own employees or by employing third parties), [THIRD PARTY’S] compliance with the foregoing provision.  [THIRD PARTY] agrees to cooperate with federal or state regulatory agencies that supervise [LANDAM ENTITY], and acknowledges that these agencies may require access to facilities in order to examine and audit compliance.

6. CONTRACTS WITH TITLE AGENTS

The following or similar language must be included in agency contracts or attached as an addendum.

Privacy and Security Agreement

Between

__________________________, a subsidiary of 

LandAmerica Financial Group, Inc.

And

____________________. a Title Insurance [Agency][Agent]

The parties to this agreement are financial institutions as defined in the Gramm-Leach-Bliley Act (GLB) and state and federal laws and regulations adopted pursuant to GLB.  Each party is subject to laws and regulations adopted pursuant to Article V of GLB pertaining to privacy and security of nonpublic personal information.  

Each party agrees to abide by the state and federal laws and regulations that are adopted pursuant to Article V of GLB and that that are applicable to its business.

Each party shall have the right but not the obligation, from time to time upon reasonable notice to the other party, to review (either through its own employees or by employing third parties) the other party’s compliance with this agreement.  Each party acknowledges that federal and state regulatory agencies that supervise the parties may require access to facilities in order to examine and audit compliance with this agreement, and each party agrees to cooperate with respect to such regulatory audits.







[LANDAMERICA SUBSIDIARY]







By ____________________________







Its_____________________________







[AGENCY OR AGENT]







By ____________________________







Its _____________________________

7. CERTIFICATE OF COMPLIANCE

When lenders ask us to sign a security agreement, our response should be to provide them with the certificate set forth below, or refer them to the Legal Department at Shared Resources (Headquarters).

CERTIFICATE OF COMPLIANCE

WITH

PRIVACY AND SECURITY PROVISIONS OF GRAMM-LEACH-BLILEY
LandAmerica Financial Group, Inc., and its affiliates (together, “LandAmerica”) are “financial institutions” as defined in the Gramm-Leach-Bliley Act (GLB) and state and federal laws and regulations adopted pursuant to GLB.   LandAmerica is subject to and abides by certain state and federal laws and regulations adopted pursuant to Article V of GLB (pertaining to privacy and security of nonpublic personal information) that apply to our businesses.

LandAmerica agrees to reasonable reviews, upon reasonable notice, of our compliance with those laws and regulations.  We acknowledge that federal and state regulatory agencies that supervise financial institutions may require access to LandAmerica’s facilities in order to examine and audit compliance with this agreement, and we agree to cooperate with respect to such regulatory audits.






LANDAMERICA FINANCIAL GROUP, INC.






By______________________________________
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